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May 25, 2011
E-Mail
TO:


FROM:  
Camille S. Jobin-Davis, Assistant Director

The staff of the Committee on Open Government is authorized to issue advisory opinions.  The ensuing staff advisory opinion is based solely upon the facts presented in your correspondence.

Dear:

We are in receipt of your request for an advisory opinion regarding application of the Freedom of Information Law to records that have been requested from the Long Island Power Authority.  In particular, based on our discussion regarding access to electronic records that may have been retained on what is commonly known as “backup tapes”, you requested a written opinion regarding LIPA’s responsibility to restore information from backup tapes in order to conduct a search for records requested pursuant to the Freedom of Information Law.  It is our understanding, generally, that backup tapes are maintained for disaster recovery purposes, and that flooding an electronic storage system with data from a backup tape would likely involve shutting down the agency’s operating systems for a period of hours, if not days.


Specifically, you indicated that it has been LIPA’s practice 

“to create a backup image of the Exchange (email) server on a daily basis, as well as an image of the shared hard drives.  These images are then stored for disaster recovery purposes.  However, over time, the technology used to create backup images has changed.  That is, the type of backup tape and the drive required to read the backup tapes has changed several times since the backup process began.  Similarly, the software used to communicate with the backup drives has changed several times, as well as the actual operating system and email software used to read the backed-up files and emails.  Therefore, LIPA cannot plug in a backup tape and run a search.  First, LIPA would be required (if it is even possible) to obtain the hardware and software necessary to access the tapes.  Then, it would require recreating the computer system as it existed at the particular point in time that the backup tape was created.” 


In this regard, from our perspective, every law must be implemented in a manner that gives reasonable effect to its intent, and we point out that in its statement of legislative intent, §84 of the Freedom of Information Law states that "it is incumbent upon the state and its localities to extend public accountability wherever and whenever feasible." 


For example, although the Freedom of Information Law as initially enacted required that an applicant must seek "identifiable" records, since 1978 it has required that an applicant "reasonably describe" the records sought. Moreover, it has been held by the Court of Appeals, the state’s highest court, that to deny a request on the ground that it fails to reasonably describe the records, an agency must establish that "the descriptions were insufficient for purposes of locating and identifying the documents sought" [Konigsberg v. Coughlin, 68 NY 2d 245, 249 (1986)].


The Court in Konigsberg found that the agency could not reject the request due to its breadth and also stated that:

"respondents have failed to supply any proof whatsoever as to the nature - or even the existence - of their indexing system: whether the Department's files were indexed in a manner that would enable the identification and location of documents in their possession (cf. National Cable Tel. Assn. v Federal Communications Commn., 479 F2d 183, 192 [Bazelon, J.] [plausible claim of nonidentifiability under Federal Freedom of Information Act, 5 USC section 552 (a) (3), may be presented where agency's indexing system was such that 'the requested documents could not be identified by retracing a path already trodden. It would have required a wholly new enterprise, potentially requiring a search of every file in the possession of the agency'])" (id. at 250).

In our view, whether a request reasonably describes the records sought, as suggested by the Court of Appeals, may be dependent upon the terms of a request, as well as the nature of an agency's filing or record-keeping system. In Konigsberg, it appears that the agency was able to locate relevant records on the basis of the inmate's name and identification number.


Accordingly it has long been our advice that when records sought can be located with reasonable effort, we believe that the request would have met the requirement of reasonably describing the records. In Ruberti, Girvin & Ferlazzo v. Division of State Police [218 AD2d 494, 641 NYS2d 411 (1996)], one element of the decision pertained to a request for a certain group of personnel records, and the agency argued that it was not required to search its files those requested "because such records do not exist in a 'central file' and, further, that FOIL does not require that it review every litigation or personnel file in search of such information" (id., 415). Nevertheless, citing Konigsberg, the court determined that:

"Although the record before this court contains conflicting proof regarding the nature of the files actually maintained by respondent in this regard, an agency seeking to avoid disclosure cannot, as respondent essentially has done here, evade the broad disclosure provisions FOIL by merely asserting that compliance could potentially require the review of hundreds of records" (id.).

Therefore, we typically advise that if staff of an agency can locate requested records with a reasonable effort analogous to that described above, it would be obliged to do so. As indicated in Konigsberg, only if it can be established that an agency maintains its records in a manner that renders its staff unable to locate and identify the records with reasonable effort would the request have failed to meet the standard of reasonably describing the records.


The Konigsberg decision was issued 1986 and it is our impression that the records identified pursuant to the inmate’s request were stored in paper.  With respect to electronic records, in 2006 the Legislature amended various provisions of the Freedom of Information Law, including the following:

“When an agency has the ability to retrieve or extract a record or data maintained in a computer storage system with reasonable effort, it shall be required to do so.” §89(3)

The Freedom of Information Law now codifies the requirement that an agency retrieves and extracts records maintained electronically “with reasonable effort.”  


It is our understanding that a request for access to records that could possibly exist on an agency’s backup tapes could involve the acquisition of software and hardware, the restoration of a particular day’s worth of data which could involve shutting down an agency’s electronic transmission or storage systems, and any challenges with respect to searching the data.  The response to a request for records that were received or generated over a period of time and possibly retained on “backup tapes” could potentially require that this process be repeated again and again, depending on how frequently the tapes were generated.  In short, it is our opinion that this effort is neither reasonable nor required pursuant to the Freedom of Information Law.  


We hope that this is helpful to you.  Should you have any further questions, please advise.
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